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Formula 1

Tickets

Access Control
Food and Beverage
Realtime Messaging




Police
Government

Financial
Institutions
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@)
Robert MUELLER - FBI Director, 2012

“There are only two types of
companies: those that have been
hacked, and those that will be. ”



“ There are two types of
companies:

those that have been hacked, and
those who don’t know they have
been hacked. ”




What do you see?



GET READY TO RACE!
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End-Users

. Security Awareness Training
. Secure Code training (dev)
. Password Manager
Workstations
. Endpoint Protection
. OS + Patches (monitoring)
. Applications + patch management
. Local user account Exploitation
. Service account monitoring
Email
. Email Scanning (inbound) step 1 MS
. Email Scanning (inbound) step 2 DT
. Email Protection (outbound)
. Ofice macros Disabled
Network
. Network Scanning (traffic)
. Network Segmentation (VLAN)
. Zero-Trust Access
Servers
. Endpoint Protection
. OS + patch management
. Applications + patch management
. Vulnerability Scanning (Agents)
. Penetration Testing (Q1, Q3)
. Continuous Bug Bounty Program
. Internal Penetration Testing
. Back-up & Restore
. AD (Account Monitoring) Kerberos attack
. No Direct Internet Access (log4.J)
. CF Workers
Internet
. WAF / DNS / CDN
. Loadbalancer (3x)
. SIEM
. Modsec Rules
. IDS / IPS
. DDOS (Global on the edge)
. Certificate Management
In Use (external) Cloud services
. Acces ADFS / AD / SSO
(Cloud)Platform
. DNS Change Management
. SAST / DAST development
. SDLC
. Web Application Pentest Scanner
Cloud Service Providers
. Compliance Scanning
. Monitoring

POS Vulnerabilities

CM Security Team



Understand
the basics



CM Security Team

A few bricks to short


















The cybersecurity bell curve:

Basic security hygiene still protects
against 98% of attacks

98%
protection

£
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Utilize Apply least Enable multifactor Keep versions Protect data
antimalware privilege access authentication up to date

|
1% Outlier attacks 1% Outlier attacks

nable multifactor authentication Apply least privilege access Keep up to date Utilize antimalware Protect data
- ‘, ~ "



Harvesting email addresses,
conference information, etc.

DELIVERY

Delivering weaponized bundle to the
victim via email, web, USB, etc.

ACTIONS ON OBJECTIVES

With ‘Hands on Keyboard’ access,

WEAPONIZATITRY. ]

Coupling exploit with bac 'oor

into deliverable paylia

Exploiting a vulnerability to exer te
code on victim’s system

manipulatio’ Jf victim




Reconnaissance Initial Access Privilege Escalation | Lateral Movement Exfiltration

Initial Foothold within Dbtained Highest Search for

Data Theft
the network Level Permission Sensitive Assets celi




Achieving the
objective.
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@ STRATEGIC
Identify the Who and Why

OPERATIONAL
Address the How and Where

@ TACTICAL
Focus on the What

The Three Levels of Cyber

Threat Intelligence



@ STRATEGIC
Identify the Who and Why

Nation States Corporate Spies

Malicious Insiders




Different hospitals in different countries targeted

Hospitals targeted by Russian cybercriminals Killnet . Including hospitals in the Netherlands, the United Kingdom, Spain, Finland, Norway,
Poland and Germany. There are also attacks on hospitals in the USA. The DDoS campaign by Killnet started on January 28.

Mepn yuyepexpaeHns HuaepnaHapl :
-- YHUBEPCUTETCKUA MEeOULMHCKUN LEHTP YTpexTa

-- YHUBEPCUTETCKUN MeaULIMHCKUA LueHTp Jlenpa
-- MeauuMHCKKUA LeHTp YHuBepcuteTa Papnbyaa
-- MeguuMHCKUM LeHTp MaacTpuxTCKOro yHMBepcuTeTa
-- MeguuUMHCKUN LeHTp YHuBepcuteTa 3pasmyc
-- KaTtapuHa 3ukeHxenc
-- BonbHuLua MepyHa Bowa
-- MeguuMHCKUX LeHTp Makcuma
-- Medisch Spectrum Twente (MST)

-- Onze Lieve Vrouwe Gasthuis (aHrn. "bonbHuuya boromartepun")

-- YHUBEPCUTETCKUIA MEeOULMHCKUINA LEeHTP NPOHUHreHa

The Netherlands

Mega. N'epmMmaHunmn .
Mep[ yyepexaeHus lNonbln :

STRATEGIC

Identify the Who and Why
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AN !i./‘ "~ District of Massachusetts

- Divisions ~ News Outreach & Initiatives

- . 1 About USAO-MA Find Help
\‘ Is \ United States ut
5 o,

Resources - Careers - Contact -

Justice.gov

> U.S. Attorneys > D
Hack To Trade Conspiracy

@ STRATEGIC
Identify the Who and Why

Vg For Immediate Release

U.S. Atto

rney’s Office, District of Massachusetts

A

B - ;
2 ed non-public €arnings reports stolen from

Yo e
@,

Publicly
Listed
Company.

Ron for his involy

‘ement in an el
Wlen from U.s,

aborate schem,
COMmputer networks.




Follow

An unfortunate ending to Le mans for Max and his

team €9

After many disconnections, server errors, DDos

attacks and technical Issues, they decided to retire
the car.

Here's what Max had to say about it:

Watch on Twitter

@ STRATEGIC
Identify the Who and Why

Racing.



Identify the Who and Why




SmsiREBES AENBREESHA S YA FRVLTTH?

2 NO NAME 2021-07-30 Fri 21:32:59

>>1
BWTY
smsiBAEX LEEHL 7 )X TR > THSMSITESIMEB > TLIEEWL

CM.comD7 ¥ JFRT. P7UA VA =)L LTERE—HEBICHNMNEVWCNBZ T —-ER

"Mobile SMS profit" "SMS Make Money" "Get paid for incoming SMS" TRE (FHTL 2

EELTETREL TS VA ML UL REOEEE S HVSMS Receive Online"[CRICH TE FTH, THEMEBIENT
v.

3 2 2021-07-30 Fri 21:50:54
#HOD, SMSRESNEVWTTVES VAT BEUTOTA FCHRUET

https://sms-receive.net/buynumber.php
http://receive-sms-online.info/privatenumbers.php

4 NO NAME 2021-07-31 Sat 12:40:20

BEESOE TEEBEESERA Y VT HE)ES
BRI CEEHITT, BBH S EA0OEERHEHESH> TRhE
MREEEY ET

EEES | BLACKII .
Domain Page Cached (1) Page Source

2NO NAME2021-07-30 Fri 21:32:59 >>1 72\ TY smsiRAEA LEED 7 )X T > THSMS{IESIM
ZEEO>TLIEEVCMcomD T VI SRT, Z7VAVAR—=)ILLT

@ STRATEGIC
Identify the Who and Why

Talk of
the town.

Score: 2 T

Lang E Date Indexed: 02 Aug 2021, 01:31 UTC

"pub-4918407366062109" - 12 Websites - PublicWWW.com *
Domain Page Cached (1) Page Source

782 whatsmyserp.com gle_ad_client = "ca-pub-4918407366062109"; /* whatsmyserp to 59 213 inches-
to-cm.com

core: 21.59 | Language: English | Date Indexed: 06 May 2016, 15:02 UTC

for more hits within this domain. (1)

acel rewwwi.or i y/pag va)
Ulunofficial wormcor e |Directori de pagines ¥
Domain Page Cached (2) Page Source

krtl H chl ab Hawa aane De Usne kaha bhul jaao mujhe hmne kah diya kon ho tum - Uso carruzo la



the How and Where
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REDLINESTEALER CoepaRTe KOMTAKT

Address the How and Where

What can this bot do?

er Member(s]

ifo about Redline:
IEDLINESTEALER - Official page
REDLINE_EN - Official Chat
REDLINESUPPORTS_bot - Buy Redline
Contacts:

Py Powered by © Redline
3T@1_54 12.rar/Passwords.txt

&3 Select =
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@ STRATEGIC
Identify the Who and Why
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Address the How a

@ TACTICA

Focus on the




Eternity Builder @ TACTICAL

Focus on the What
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Available products:

mm Stealer (260%$)

%% Clipper (90%)

= Dropper (80%)

K Miner (110$)

% Worm (390%)

&Y Ransomware (490%$)




TACTICAL

Focus on the What

How 10 Restory Your Ftes

send 2013763 baacosos 1

B¢ Waliet
I O < Mow 10 Restors Your Foes

TOX 1bh:

Mo 10 Ressore Your Fies

2 T Cartins - -




TACTICAL

Focus on the What % SHODAN Explore Downloads Pricingz = html:"TOX_ID" Account

Ldlciimndionson 50 View Report &% Download Results L Historical Trend [ View on Map

382 Partner Spotlight: Looking for a place to store all the Shodan data? Check out Gravwell
TOP COUNTRIES How to Restore Your Files [ 202302.04T11:18:43.706373
212.32.251.106 &) SSL Certificate HTTP/1.1 200 OK
-3 ’ I 2?11;389 AREEEE estedty Date: Sat, 4 Feb 2023 11:18:43 GMT
o . :
a Q% ; = LeaseWeb |- Organization: Connection: Keep-Alive
%‘ #) Netherlands B.V. VMware Installer Content-Type: text/html
b £ - ) X-Frame-Options: DENY
? “‘ Netherlands, Amsterdam o L Content-Length: 1169
|- Common Name:
fRs $2114389.dedi.leaseweb.net
France 117 |- Organization:
VMware, Inc
6
Germany 3 Supported SSL
Canada 45 Versions:
TLSv1, TLSv1.1,
United States 43 TLSv1.2
United Kingdom 22
More... How to Restore Your Files [/ 2023-02-04T11:11:06.301018
152.66.236.71 & SSL Certificate /\ Vulnerabilities HTTP/1.1 200 OK
e Vf‘"“’,a"?fﬂvék F’mce;hu e By Hearblad Date: Sat, 4 Feb 2023 11:11:06 GMT
E?Lida;)(,;t University of |- Organizaion: Connection: Keep-Alive
Technology and
OVH SAS 96 Economics VMware Installer Content-Type: text/html
. Content-Length: 1168
Hetzner Online GmbH 49 ; - Issued To:
noary. 2ACapes |- Common Name:
OVH Hosting, Inc. 43 vmware2.vpk.bme.hu
OVH GmbH 14 |- Organization
VMware, Inc
OVH Ltd 8

Supported SSL
More... Versions:

SSLv3, TLSV1,

TLSv1.1, TLSv1.2

How to Restore Your Files [/ 2023-02-04T11:09:47 325774
51.77.85.56 &) SSL Certificate HTTP/1.1 200 OK

ns3144405.ip-51-77-8 = ke Nata: CSaf A Eah 2093 11-00-47 CMT
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Forums

Pasties

Articles

App
Scans

Network o
Scans

Internal /

Logs

Any Text J

Source

Threat CBssification Transformation Tagging Relevancy
NLP/ML Models Learning Al Models and Labelling * and Risk Score

Cyber Threat Events

Threat Graphs o o @ . @ Threat Events
API

Dark Web Attack Surface Supply Chain Brand
Monitoring Monitoring Intelligence Monitoring

Integrations

£

Alerting

Reporting

Dashboards




We Are Racing!
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Thank you.




