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Credential theft
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A credential is evidence of who you are as a 
user, that will be used for authenticating 

your identity, and authorize access to a set of 
resources
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Credential theft - Introduction
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Credential theft - Introduction

Use for credentials
- Filtering of credentials

- Look for interesting opportunities
- Give them for free
- Sell individual “infections” 
- Sell in bulk



9

Credential theft -
Introduction

Russianmarket screenshot



Credential theft - Introduction

Total number of 
recovered credentials: 
- ~300.000.000

Change in methodology
- Industrialize and scale



Credential theft - Introduction

The right conditions:
- Ransomware as a Service
- Proliferation of IAB’s
- Maturity of the credential 

ecosystem
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Traffers ecosystem
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Traffers ecosystem – What are 
traffers

Traffers are groups that leverage 
Malware as a Service to recruit low-

skilled cybercriminals in order to 
steal credentials and sell them in 

bulk through “Clouds”



Traffers ecosystem – What are traffers

High demand for 
credentials

Malware Stealers 
as a Service

Social media and 
communication 

platforms
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Traffers ecosystem – How are they organized

External services

Traffers

Group 
administrators

Admin

Affiliate 1

SEO 
services

FUD 
services

Web 
developer

Affiliate 2

Distribution 
services



Traffer groups – Admins

Responsibilities
- Manage the group
- Recruiting new members
- Evaluating current members

- Invests in new tooling
- Creates tutorials for new members
- Selling the credentials
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Traffer groups – Traffers

Characteristics:
- Sole goal of stealing credentials
- Typically low technical skill
- Leverages SEO, social media
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Characteristics:
- Sole goal of stealing 

credentials
- Typically low 

technical skill
- Leverages SEO, 

social media, 
google ads
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Conclusions



Conclusions – Impact on the
ecosystem

- Proliferation of credential stealers

- Dedicated services for traffers

- Forums and platforms change to 

support this new business model

- Lower entry barrier for 

cybercriminals
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Conclusions - Recommendations

Prevention

- Reinforce cyberhygene habits

- Device authentication

Mitigation

- 2FA

- Credential monitoring

- Password auditing

- Access audit



Thank you for listening in!

- contact: victor.acin@blueliv.com
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